LEUVEN20=20

URBAN LAB

From authoritative data to trusted
mobility services

Securing the regulatory mobility data chain in Europe

Mobility ecosystems are increasingly reliant on the exchange of authoritative and regulatory data between public authorities, mobility service providers,
Infrastructure managers and digital platforms.

As these data exchanges become increasingly interconnected and operationally critical, cybersecurity challenges arise in terms of governance, trust, integrity,
authenticity, and cross-border interoperability.

This poster explores the cybersecurity aspects of the current regulatory and authoritative mobility data exchange frameworks within European intelligent
transport and mobility ecosystems.

Core challenges

AUTHENTICITY INTEGRITY IDENTITY AUTHORISATION PROVENANCE TRACEABILITY AVAILABILITY & CROSS-BORDER GOVERNANCE
RESILIENCE TRUST
Who issued the Has the information Can data providers  Who may publish, Can the complete Can changes and Can critical Can these Who establishes,

regulatory been modified? and consumers be modify, retrieve or origin and responsible actors regulatory data assurances survive supervises and
information? reliably identified? validate data? transformation be audited? remain accessible exchange between revokes trust?
history be during disruption? national
reconstructed? ecosystems?
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The regulatory mobility data trust chain
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Authoritative data

Authoritative source Validation and National Access Point Mobility or map service Vehicle or mobility

NAPCORE provides
governance for
standardised National
Access Points (NAPs) for
secure, interoperable and
scalable data exchange.

TISGRADE improves how
traffic data is handled
across the full data chain.
It focuses on making
data easier to: collect,
digitise, validate, share
and maintain over time

f; tisgrade

FUSE4CCAM is the
trusted, interoperable
marketplace,
accelerating time-to-
market, and enabling
scalable, monetisable
CCAM data services
across Europe.

DEPLOYEMDS deploys
EMDS (European Mobility
DataSpace) is the standard
for secure, trusted and
interoperable framework
for data sharing across the
mobility ecosystem.
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TN-ITS is the alliance for
trusted digital maps,
security and certification
for ITS/CCAM
communications.
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provider transformation (NAP) / National body provider service
Traffic order, regulation |dentity Integrity Authentication Source verification Trusted regulatory
or official road Responsibility Traceability Authorisation Ingestion validation iInformation for
database Provenance Quality assurance Secure publication Feedback operational and safety-
o Metadata : related use
T I T T T T T T T T T T T T T YT YT TTYTTTTTTTTTYTTTYTTTTTTTYTTTTTTYTTTTYTTTFTFTDT
Foundational cybersecurity enablers across the chain
Identity and Traceability and Secure APIs and Data integrity and Operational Compliance and
access auditability data exchange provenance resilience governance
management
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EAVP - Enhancing
Automated Valet
Parking, is the standard
for trust between
vehicles and parking
infrastructure.

EAV[Z

Nnapcore
FUSE4CCAM
g Collaborati OEM Red d fataliti g
Ollaporation among , : : : edauce roa atallties
traffic information and Regulate th|s_ sharmg_ of dﬂ%@@ Engage difterent through data exchange,
. ] data so that it complies f‘ stakeholders to ensure . |
service providers, . et ¥ Or rodac . contributing to the EU goal
. . with the EU legislation. large-scale use of vehicle .
automotive suppliers, and &SOf@tL data on a mutual basis of halving road deaths to
public authorities. ¢ ' 50% by 2030.
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Can Europe establish Which identity and How should provenance Where should the root of Can assurance frameworks
Interoperable trust authentication approaches and integrity information trust reside? be aligned?
mechanisms? are appropriate? be maintained?
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Together for a trusted digital mobility future
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