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From authoritative data to trusted 

mobility services
Securing the regulatory mobility data chain in Europe

Mobility ecosystems are increasingly reliant on the exchange of authoritative and regulatory data between public authorities,  mo bility service providers, 
infrastructure managers and digital platforms. 

As these data exchanges become increasingly interconnected and operationally critical, cybersecurity challenges arise in term s o f governance, trust, integrity, 
authenticity, and cross -border interoperability.  

This poster explores the cybersecurity aspects of the current regulatory and authoritative mobility data exchange frameworks wit hin European intelligent 
transport and mobility ecosystems. 

Together for a trusted digital mobility future

The regulatory mobility data trust chain
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FUSE4CCAM is the 
trusted, interoperable 

marketplace, 
accelerating time -to -
market, and enabling 
scalable, monetisable  
CCAM data services 

across Europe.

NAPCORE provides 
governance for 

standardised  National 
Access Points (NAPs) for 
secure, interoperable and 
scalable data exchange.

DEPLOYEMDS  deploys 
EMDS (European Mobility 

DataSpace ) is the standard 
for secure, trusted and 

interoperable framework 
for data sharing across the 

mobility ecosystem.

EAVP – Enhancing 
Automated Valet 

Parking, is the standard 
for trust between 

vehicles and parking 
infrastructure.

TISGRADE improves how 
traffic data is handled 

across the full data chain.
It focuses on making 

data easier to: collect, 
digitise, validate, share 
and maintain over time
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Who issued the 
regulatory 

information?

Has the information 
been modified?

Can data providers 
and consumers be 
reliably identified?

Who may publish, 
modify, retrieve or 

validate data?

Can the complete 
origin and 

transformation 
history be 

reconstructed?

Can changes and 
responsible actors 

be audited?

Can critical 
regulatory data 

remain accessible 
during disruption?

Can these 
assurances survive 
exchange between 

national 
ecosystems?

Who establishes, 
supervises and 
revokes trust?

Core challenges

TN - ITS is the alliance for 
trust ed digital maps , 

security and certification 
for ITS/CCAM 

communications.

1. 2. 3. 4. 5.
Can Europe establish 

interoperable trust 
mechanisms?

Which identity and 
authentication approaches 

are appropriate?

H ow should provenance 
and integrity information 

be maintained?

Where should the root of 
trust reside?

Can assurance frameworks 
be aligned?

Reduce road fatalities through 
data exchange, contributing to 
the EU goal of halving road 
deaths to 50% by 2030.

Engage different stakeholders 
to ensure large-scale use of 
vehicle data on a mutual basis. 

Regulate this sharing of data so 
that it complies with the EU 
legislation.

Reduce road fatalities 
through data exchange, 

contributing to the EU goal 
of halving road deaths to 

50% by 2030.

Engage different 
stakeholders to ensure 

large -scale use of vehicle 
data on a mutual basis.

Regulate this sharing of 
data so that it complies 
with the EU legislation.

Collaboration  among OEM, 
traffic information and 

service providers, 
automotive suppliers, and 

public authorities.
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